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IT departments are currently challenged with 

implementing security procedures for personal devices. 

This is done to keep their networks safe from intrusion, 

and to protect company data from being stolen or lost. 

In the recent past, not many people asked their company 

IT department to allow their devices to have access to 

the company network. It violated company security 

policies. That changed quite swiftly after the first iPad 

was released. This act opened the floodgates of 

personal devices in the workplace.  

 

 

 

 

 

 



The Experts Guide to BYOD Security for Business 

 2 

Smartphones and 

Tablets in the 

Workplace  
Nearly 80% of white-collar workers in the US use their own tablet or 

smartphone for work, according to a Cisco Systems report quoted in 

Redmond Magazine. This report outlined the Bring Your Own Device 

(BYOD) trend in business.  

According to a report released by Gartner, an IT market researcher...  

 

 

 

 

 

 

 

 

 

These devices must be monitored and managed, to protect the 

integrity of the network. 

...about 70% of companies 

allow employees to use 

their personal devices to 

access network 

applications and systems... 

http://redmondmag.com/articles/2013/05/01/byod-empowers-users.aspx
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BYOD Security Is 

Essential 
Tools and policies originally intended to deal with consumer-grade 

security for personal devices have to be revised, to protect the 

organization, according to the same Gartner report.  

IT departments must now secure personal devices that they do not 

govern. Otherwise, huge gaps are left in security, according to Ken 

Baylor, the research vice president at NSS Labs, which is an 

information security research company.   
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The technology is there for IT departments to use for securing BYODs. 

Mobile device management (MDM) software is available. If a business 

runs a Microsoft Exchange Server, there are tools available to secure 

email pertaining to the corporation in the Exchange ActiveSync (EAS). 

EAS already allows for the disabling of specific features of devices, like 

Bluetooth and Wi-Fi. It also enables companies to wipe stolen or lost 

devices.  

Concerning 

management of 

actual devices, 

Microsoft Windows 

Intune, a cloud-

based program, is a 

viable option that 

supports iOS, 

Android, Windows 8 

and Windows Phone 

8 devices. It provides options allowing for firewall connectivity and for 

pushing through custom apps and security updates. Businesses can 

also remotely monitor which devices will be allowed access to the 

company network.  

Illustration Source 

 

http://www.winbeta.org/news/microsoft-releases-windows-intune-mobile-device-management
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Lost or Stolen Devices 
One major concern for IT is stolen or lost devices, states Dave Amsler, 

the president of Foreground Security, a training, services and 

consulting firm. Nearly 50% of non-IT employees do not have a 

passcode for mobile devices.  

Lost devices are huge IT headaches, 

and it’s not like they can safeguard all 

these devices against loss of data. The 

answer is for all employees to have a 

strong password on their devices. The 

companies should also have a policy 

that enforces strict passwords on 

BYODs.  

 

 

“If a phone is lost or stolen, there is a good chance 

that malicious individuals can access enterprise 

data from the phone and from enterprise servers.” 
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Malware from BYODs  
After the devices themselves are secure, NSS Labs points out the next 

hurdle for any IT department. This is ensuring that malware cannot 

make its way from employee hardware into the company network.  

Limiting potential damage is vital. Devices should only have access to 

the programs they need. After IT has contained access to its systems, 

and any data and apps on the devices, they should keep a close eye 

on the activity of the 

devices. BYOD traffic 

should be inspected to 

ensure that malware 

does not pass from 

BYOD to the corporate 

servers.   

Implementing device 

enrollment programs will help in limiting the number of mobile devices 

each employee can bring into the workplace. This allows a more 

accurate view of who is accessing the company network. Admin should 

have access to any devices used in the workplace or for work 

activities. This will allow malware to be identified more readily.  
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About Prudential Associates 

Private Investigators Serving Maryland 

With Prudential Associates as your Investigations and Surveillance resource, your company effectively 

acquires an intelligence division. Our professionals can meet your needs for surveillance operations, 

pre-employment background checks, deleted computer data recovery, security and risk assessments, 

loss prevention strategies, and more. Prudential Associates has a proven track record for professional 

service in due diligence investigations, workers compensation, adultery, civil, and criminal cases. 

 

Contact Us 

11 North Washington Street, Suite 350 

Rockville, Maryland 20850 USA 

Associate Offices In All U.S. States And Major Cities 

 

Toll Free: 1-877-279-6700 

Main Office: 301-279-6700 

Fax: 301-251-0670 

Email: info@usainvestigators.com 

 

 

http://usainvestigators.com/
http://usainvestigators.com/technical.html
http://usainvestigators.com/technical.html
http://usainvestigators.com/background.html
http://usainvestigators.com/computer.html
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