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Cellebrite Survey	


Cellebrite is a well-known name in the field of 
computer forensics, and they recently conducted a 
survey as well as interviews with experts in the field. 
The study hoped to list the trends that the field of 
mobile forensics would be seeing over the coming 
months. They illuminated the following trends and 
believe that these will increasingly change the way that 
mobile forensics work.	
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Mobile Devices More Prevalent	

More and more people are using mobile devices today, 
and many people have more than just a single device. 
This means the experts will be working with a variety 
of different types of devices, including phones, tablets, 
laptops, cameras, and more. In addition, one person 
may actually have more than one device. In fact, that’s 
generally the case, so the computer forensics specialists 
will need to be capable of working with a variety of 
devices.	
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Local Analytics and Research	

With the rise of mobile devices and their importance in 
cases, it taxes the current forensics labs at the state and 
federal level. This means that locally, the need for 
experts who are able to get data from the devices on 
the scene and in a local setting will increase.	


More forensic experts will be needed for analysis in the 
field and most will need to broaden their knowledge 
and approach to incorporate as many different devices 
as possible. The technology is forever changing as well 
so keeping up to date on the latest software will be 
crucial to these investigations.	
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The Social Trend	

People today tend to use social media via their mobile 
devices, as well as their computers. The trend toward 
social media is important for a wide range of cases, and 
it can prove to be influential when it comes to locating 
suspects, finding witnesses, gathering incriminating 
information, and much more.	


Some ways in which social media forensics may aid in 
criminal investigations:	


!  Information stored in the Cloud can assist in an   
investigation in a number of ways. 	


!  Deleted files, including past Google and Yahoo   
searches are also able to be located and evaluated 
by investigators. 	


!  When looking for information, forensics experts   
have the ability to investigate the user’s social 
networks, including Twitter, YouTube, and 
Facebook. 	
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More Data Means More Focus	

The amount of data that experts gather during an 
investigation is massive today. Instead of gathering 
mere gigabytes of data, the amount of data gathered on 
each person can grow to terabytes. Not all of this data 
is important, and it becomes vital for the experts to be 
able to sort through the information and only use that 
which is somehow relevant to the case. It also becomes 
important to be able to explain the data, and its 
relevance to lawyers, judges, and jurors.	


!  In 2013, there were more than 100 billion   
downloads of mobile applications. 	


!  Facebook currently has over 2 billion users   
worldwide. 	


!  300 billion tweets sent on Twitter monthly. 	
  
!  Over 20 billion photos shared on Instagram    

monthly, with 200+ million users. 	
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Malware Still a Problem	

Malware is also an issue, but now it is affecting mobile 
devices. Experts feel that the increase in mobile 
malware will require that examiners learn how to 
analyze it along with other evidence.	


Malware is a part of many types of web crime now 
making its way to mobile devices, including corporate 
theft, intellectual property theft, fraud, and much more. 
As these types of crimes become more prominent with 
handheld mobile devices investigators will have to stay 
on top of these trends in order to continue to properly 
conduct these investigations.	
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Study Included a Number of 
Well Known Experts	

Cellebrite conducted a survey and interviewed many of 
the top names in the world of computer forensics as a 
means to shed light on the trends shaping the field of 
mobile forensics. Ultimately, all agree that with the 
increase in the number of mobile devices out there, it is 

vital to increase the level of education and training of 
those in the field. 	


They also agree that the addition of these mobile 
devices has the potential to make trial far more 
complex. By recognizing and following these trends, it 
becomes easier for the computer forensic experts to do 
their jobs.	
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About Prudential Associates	

Prudential Associates offers surveillance, investigative services and digital 
forensics investigations regarding Adultery, Insurance, Criminal, Civil, and 
Personal Matters.	


Prudential Associates has a proven track record of more than four decades of 
professional service in due diligence investigations, digital and computer 
forensics, workers compensation surveillances, adultery/domestic & child 
custody matters, and civil and criminal cases. Our digital forensics lab is so 
substantial in capability and staff expertise that it surpasses that of almost 
every law enforcement lab in the United States.	


With Prudential Associates as your investigations and surveillance resource, 
you or your company effectively acquires an “intelligence division.” To learn 
more about our services offered, visit www.usainvestigators.com.	


!
We’re available to discuss and analyze your situation 
immediately. We offer FREE SHIPPING of your 
computer drives and cell phones to our lab from 
ANYWHERE in the United States! 	

!
877.279.6700  	

www.usainvestigators.com	
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Source: http://www.cellebrite.com/corporate/news-events/forensic-press- releases/703-cellebrite-research-reveals-top-trends-shaping-mobile- 
forensics-multi-device,-field-analysis,-social-evidence,-big-data-and- malware
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